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1. No Signing Options Available
Question: After recent updates, why don’t | see DSC or e-Signer options in e-Office?

Answer:
This is due to missing role assignment or DSC registration.

Solution:
1. Contact e-Office Admin and share:
o PF Number
o Name
o e-Office Post
o Gov.inID

2. Role Assignment:
o For e-Signer - Admin must assign ROLE_ESIGNER to your POST/Gov.in ID
o For DSC - No role needed; user must register DSC manually
3. For DSC Users:
o Install DSC Signer Service 4.1.8
o Ensure service is running & Check Live is working fine
o Register DSC in e-Office

2. Only “E-Sign and Send” Option Visible
Q: Why do | see only E-Sign and Send, not DSC Sign and Send?
A: Because DSC is not registered, but E-Signer role is assigned.

Fix:
1. Ensure DSC Signer 4.1.8 is installed & running
2. Open e-Office - Efile >> DSC
3. Complete DSC Registration
4. Plug in Digital Key (USB Token)
5. Re-login and retry




3. Installation of DSC Signer Service 4.1.8

Question: How do | install DSC Signer Service for Railway e-Office?
Answer: Follow these official and tested steps.
Download Links (Official NR Moradabad):
e https://nr.indianrailways.gov.in/view section.jsp?lang=0&id=0,5,317,1668

e https://tinyurl.com/dscman

Installation Steps:
1. Download “DSC Signer Services for Windows — Version 4.1.8” (ZIP)
2. Extract Zip file
Right-click installer 4.1.8 - Run as Administrator
3. Allow:
o Java security prompts
o Firewall access
4. Complete installation ( and run and administrator)
Service Test:
Open browser (Firefox recommended): (Check Live Test URL ) ON NR WEBSITE
e https://eoffsigner.eoffice.gov.in:55101/check/isLive
¢ (allow any security prompt when comes)

Page should show Service is Live
IF NOT CONTACT Level 1 AMC support or Eoffice Admin OR

DIRECT E-OFFICE SUPPORT -040-27788213 / 040-27788010
System Recommendations:

¢ Use Mozilla Firefox as recommended browser for Eoffice work
e Uninstall free McAfee

e Use 7 Zip software ( Totally free) instead of Winrar or Winzip ( paid with with ads ) due port

issue conflict with DSC Signer Services.
¢ Use licensed antivirus only

4. Mandatory Post-Registration Settings
Q: | registered DSC, but signing still fails or button does not comes . What next?
A: You must complete DSC Preferences & Hosts configuration.
Steps:
1. Goto:
File Management System -» Settings - Preferences - DSC Settings
. Select “Signing” radio button
5. Click Save
Save and relogin to Eoffice system.



https://nr.indianrailways.gov.in/view_section.jsp?lang=0&id=0,5,317,1668
https://tinyurl.com/dscman
https://eoffsigner.eoffice.gov.in:55101/check/isLive

5. DSC Configuration Error While Signing
Q: | get DSC configuration errors after clicking “DSC Sign and Send.” Why?
A: Common causes include:
e Improper DSC registration
e Java not installed / corrupted
e DSC Signer Service not running
Resolution Steps:
1. Re-register DSC:
e-Office - Register for Signing - DSC Registration
Ensure Java (64-bit) is installed
Restart DSC Signer Service (desktop icon)

Confirm ports 55100 / 55101 are running with check live (Check Live Test URL ) ON NR

WEBSITE
5. Re-test service URL

6. Repeated Login or Signing Prompt
Q: Why does e-Office ask for DSC login/signing every time?
A:
DSC Preferences are not set correctly.
Fix:
1. Goto:

E-File - Settings - Preferences - DSC Settings

Select Signing

Click Save

Logout and login again
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7. Port 55101 Already in Use Error

Q: Installation fails with “Port 55101 is used by another process.”
A:
This is usually caused by conflicting software.
Common Conflicts:

e WinZip / WinRAR

e Free McAfee Antivirus

e Old signer services
Steps to Resolve:

1. Open Command Prompt (Run as Admin)
netstat -ano | find "55101"

2. Note the PID

3. Kill process:
taskkill /f /pid <PID>

4. Uninstall conflicting software

5. Reboot system

6. Reinstall DSC Signer 4.1.8

7. Test service URL again (Check Live Test URL ) ON NR WEBSITE

8. Unable to login and getting below issue/error even after DSC is register and working fine

Digital Certificate Authentication

Need to deactivate or reactivate DSC or use point 4
Steps to Deactivate and Re-register DSC in e-Office
Contact E-Office admin - Login using your Admin ID.
Go to e-File - Settings - Deactivate DSC.

In Search by User Name, search the concerned user.
Deactivate the user’s DSC.

Now the user will be able to login successfully.
Re-register the DSC.




While registering, ensure the preference is set to “Signing only” at user login after DSC is register
successfully.

@ For unresolved major issues even after following above
(Java, environment variables, hosts file, port issues)
DIRECT E-OFFICE SUPPORT -040-27788213 / 040-27788010 OR

7 Contact Moradabad Division e-Office Admin / EDP Cell
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3. DSC Signer Service 4.1.8 Installation
YT Railway e-Office & forTDsc Signer Service 4.1.8 $H install HL?

3aT: AT fSU 91T official 31T tested steps follow FY |

Download Links (Official NR Moradabad):
e https://nr.indianrailways.gov.in/view section.jsp?lang=0&id=0,5,317,1668
e https://tinyurl.com/dscman

Installation Steps:

1. “DSC Signer Services for Windows — Version 4.1.8” (ZIP) download Coxy
2. ZIP file extract Y

o Installer 9 right-click - Run as Administrator

3. Allow &

o Java security prompts
o Firewall access

4. Installation complete &Y (installer T administrator & ®9 H run ﬁ)
Service Test:

Firefox browser & @rel:
e https://eoffsigner.eoffice.gov.in:55101/check/isLive
e (Security prompt 37T @ allow &)

Page IX Service is Live f¢@aT =TfgU
I service live 71T &, dr A9

e Level-1 AMC Support / e-Office Admin IT
o DIRECT e-Office Support:

Qo 040-27788213 / 040-27788010
System Recommendations:

o e-Office I %For Mozilla Firefox browser &I 39T &Y
« Free McAfee uninstall &Y
o 7-Zip (free) software ol 3UAET Y

(WIinRAR / WinZip & port conflict T FHEIT 31T &)
 hdd Licensed Antivirus T 39T &Y



https://nr.indianrailways.gov.in/view_section.jsp?lang=0&id=0,5,317,1668
https://tinyurl.com/dscman
https://eoffsigner.eoffice.gov.in:55101/check/isLive

4. Mandatory Post-Registration Settings
RA: DSC register T o &1G 3T signing fail 87 T&T & AT button sl 31T I&T, 3T FIT F?

39X 31T9h! DSC Preferences set sl 3Ta2TH &1
Steps:
1. ST
File Management System -» Settings - Preferences - DSC Settings
2. “Signing” radio button select N

3. Save TX click &
4. Logout® 3R 9aT: e-Office login G Ty

5. DSC Configuration Error While Signing
YR

“DSC Sign and Send” WX click s I DSC configuration error FAT 3T T&T g7
3Tl
HHATIAT HROT:

e DSC Registration F@' F-I@' %’

e Javainstall ?-I'E?f %’ T corrupted %’

e DSC Signer Service running a‘-@f %
HATYT.

1. DSC IaRT register F:

e-Office - Register for Signing - DSC Registration

ﬂﬁ‘f?ﬂﬁ F fop Java (64-bit) installed &

DSC Signer Service restart < (desktop icon &)
Ports 55100 / 55101 check live & verify &
Service URL GISIRT test &<

vk W

6. IX-dIX Login AT Signing Prompt 3ATeT
YReT:e-Office L X DSC login / signing 4T I& T &°?
39: DSC Preferences gl & setﬂ'é’i’ %I
HATYT:
1. S
E-File - Settings - Preferences - DSC Settings
2. Signing select Cry

3. Save &Y
4. Logout Fh EGE login &Y




7. Port 55101 Already in Use Error

YReT:
Installation & FHT error 37TT &:
“Port 55101 is used by another process”
34l
g HTAT conflicting software & FHIUT giaT &
Common Conflicts:

e WinZip / WinRAR

o Free McAfee Antivirus
e Old signer services

HHATHT Steps:

1. Command Prompt (Run as Admin) @lel:
netstat -ano | find "55101"

2. PID note &Y
3. Process kill &

taskkill /f /pid <PID>
4. Conflicting software uninstall N
5. System reboot Cony
6. DSC Signer 4.1.8 SR install Y
7. Service URL test

8. DSC Foligar 3R | aliF ¥ FF T T@T 81 & ads[g dAlfareT 61 & T @1 § / &

T a4 WX 3w @ ¥

Digital Certificate Authentication

Login § cancel

Authenticating... Please wait..

HHATETeT:

DSC I Deactivate X JeT: Register T 32T &, 37Ul Point 4 & 3HTER I H|

e-Office # DSC #I Deactivate Td Re-RegisterEI'T{?T $r ufshar
1. e-Office Admin & WIF FI 3R Admin ID & AT FH|
2. e-File - Settings - Deactivate DSC 9T ST |




Search by User Name & gafaid T &l 1H gt |
3 ot &I DSC Deactivate Y|

3 Yo HAGT §q J AT FI T

I & d1¢ Yo T DSCYA: Register |

DSC AT & TAY Ig FARTT #
Preference = “Signing only”

(TeR I & §H) W 4T &l
s UfshaT & 9l ATAT: Al THEIT T FHTU & ST ¢l

N o u s~ Ww

& I FW IATT 3T steps & ar¢ o HEAT T Wl &

(Java, environment variables, hosts file, port issues):
P DIRECT e-Office Support:
Q, 040-27788213 / 040-27788010

1
> Moradabad Division e-Office Admin / EDP Cell & U




